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Abstract. The emergence of the Internet of Things (IoT) enables the 
development and proliferation of new health monitoring applications that are 
capable of collecting, aggregating, and transforming sensor data to contextual 
information. One promising domain for such applications is to support aging in 
place. Contextual information derived from various sensors may allow for event 
detection or detection of early signs of health deterioration. The use of 
smartphones as IoT servers or gateways has serious limitations due to 
technological complexity posed to older adults, limited battery life, and 
intermittent connectivity in rural areas. Therefore, a robust home IoT system 
with seamless integration of sensors that does not rely on continuous 
connection would improve reliability of data collection, minimize response 
time, and provide "always-on" availability. In this paper, we present an 
implementation of an IoT home health-monitoring server. The system has been 
implemented on Raspberry Pi 3 and supports data collection from 
environmental, physiological, and activity monitoring sensors. 
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1   Introduction 

Internet of Things (IoT) refers to a network of interconnected everyday objects 
with embedded intelligence, sensors, actuators, and connectivity that enable these 
objects to collect and exchange data. We have witnessed an exponential growth of the 
number of physical objects connected to the Internet, expected to reach 50 billion 
devices by 2020 [1].  Smart objects in our environment can provide context awareness 
that is essential for reliable monitoring of activities of daily living [2]. Smart 
environments provide new opportunities for unobtrusive physiological monitoring. 
Typical examples include association of weight measurements with users based on 
localization, monitoring of trends of users activity and mobility, and assessment of 
environmental factors on physiological and activity measurements. Contextual 
information can provide insights into collected physiological records and facilitate 
more robust data collection. However, integration of information requires an “always 
on” wireless gateway, short response times, and precise synchronization of individual 



data streams. Wireless gateways that are always on and responsive simplify the design 
and extend battery life of wearable and ambient sensors. Precise synchronization is 
very important in a number of wearable monitoring applications to synchronize data 
streams from multiple sites (e.g. inertial sensors on the chest and legs during activity 
monitoring and detection of falls).  

Advances and proliferation of IoT devices and related technologies enable rapid 
integration of interactive components of the physical world related to in home health 
monitoring. Smart devices configured as blood pressure monitors, heart monitors, 
activity monitors, weight scale and body composition monitors, blood sugar monitors, 
and environmental monitors (i.e. temperature, humidity, light sensors, and proximity 
sensors) can be used to collect context data.  

This paper introduces an implementation of a reliable IoT server for home health 
monitoring with the goal of creating an ecosystem for personal home monitoring. Our 
IoT home server architecture and device provisions a reduced latency gateway that 
enables the connection of any personal monitoring sensor/device to the Cloud for any 
further processing or context generation.  

1.1   IoT Applications 

Typical IoT applications include smart homes, transportation, healthcare, and 
industrial automation. IoT systems features include location and context sensing that 
can be used for mobile set asset tracking, fleet management, and traffic information 
systems. IoT technologies in Ad Hoc Networking are even used to provide 
interoperability between machines and services (e.g. data transfer between vehicles or 
roads) [3]. In environment sensing, IoT systems collect both physical and chemical 
environmental parameters that provide environment detection, and remote medical 
monitoring [4].  

IoT systems can be paired with cloud data mining to provide innovative solutions 
[5]. Proposed architecture connects mobile clients and smart sensors via a wireless 
gateway on the cloud that rested on Google's App Engine (GCE) using RESTful web 
services as the primary communication protocol. 

IBM recently launched the Watson IoT for small form factor devices. The Watson 
IoT platform allows devices such as the Raspberry Pi 3 to be connected to the cloud 
in an easy and convenient process using IBM's Bluemix platform [6]. The Bluemix 
platform allows for cloud monitoring of connected devices. The platform image is 
downloadable from IBM's GitHub servers and is installable to any small form factor 
processor or system on chip (SoC) such as the Raspberry Pi. IBM's Watson IoT 
provides the necessary support to promote monitoring and we believe will be one of 
the solutions toward the problems posed by remotely monitored applications.  

1.2   Health monitoring applications 

Aging-in-place continues to grow as older adults continue to remain in their homes 
and communities as they age [7]. To support this rising preference, aging-in-place 
technologies, and their caregivers facilitate the convenience and support demanded by 



these older adults. Specifically, devices that ease living conditions such as smart 
lights, as well as telemedical devices like connected physiological monitors provide 
critical medical data can be used to track the well-being for those aging in place. We 
designed a tool suite for automated mobility assessment of elderly using standard 
STEADI (Stopping Elderly Accidents, Deaths, & Injuries) Tool Kit recommended by 
the CDC [8]. A new system of ubiquitous computing devices that will collect 
authorized medical data about people and store it securely in a network will help 
deliver a better and more efficient health care [9].  

While some of the mentioned applications serve to provide a cloud-based server 
for data capturing, these monitoring applications still rely on smartphones to act as 
gateways between sensors and the cloud [10]. We believe a better approach will 
prevent barriers of utility seen with smartphones in addition to service instability 
caused by end-user data plans, and dependence on battery power. Therefore, an IoT 
server that doesn't rely on the utilization of a smartphone for connectedness would 
significantly improve user's convenience and extend the use of the monitored devices. 

2   IoT Server for Home Monitoring 

Our contribution focuses on providing the needed intelligent router and home 
server for home monitoring. We present a new IoT ecosystem architecture that 
provides connection of environmental and medical monitoring sensors to a home 
cloud server which is then connected to the Cloud, presented in Fig. 1. We implement 
this design using the recent Raspberry Pi to demonstrate the ability to connect BLE 
and Wi-Fi driven sensors to the cloud while measure latency impacts of the design to 
such applications. 

2.1   System Architecture  

Using notifications as the strict communication mechanism in this proof of 
concept, we present a configure-once-run-always architecture. In fig. 1, we show a 
scheme that connects environment sensors (i.e. light, humidity, temperature, and 
touch sensors) and medical monitoring sensors (i.e. motion sensors, galvanic skin 
response (GSR) sensors, heart monitors, electrocardiography, PPG, and weight scales) 
to the home cloud. The connection of these heterogeneous sensors is made possible 
by BLE and Wi-Fi (web socket) communications. Consequently, this improves the 
flexibility and convenience needed to support any home monitoring application. After 
connection sensors to the home cloud, our architecture provides a means to connect to 
the Cloud. In this scheme, the home server was used to batch and pre-process sensor 
data. When BLE GATT notifications or Wi-Fi packet data are received, the home 
server acts as a context generator and aggregator for the captured data.  

 



 
Fig. 1. System Architecture of IoT Server for Home Health Monitoring  

Our target applications include monitoring of mobility during activities of daily 
living and specialized mobility tests [4], monitoring of hydration of users [10], and 
ambient monitoring. For this sample of applications, the generated context 
information consisted of a temporal addition to the received data packets in the form 
of millisecond time tags, segregation of signals (i.e. different capacitance nodes, skin 
voltage vs. impedance, active LED values), and latency measurements.  

IoT Server Hardware. We used Raspberry Pi 3 as a highly integrated embedded 
platform. The computing processor features a 64-bit ARM Cortex A53 quad core 
running at 1.2 GHz, 1GB of RAM, BCM43438 controller (Wi-Fi b/g/n) and Bluetooth 
on the board thereby removing the need for a USB Bluetooth or Bluetooth Low 
Energy (BLE) dongle. The only negative feature of the new the new wireless features 
in the Pi 3 is its power model. The Pi 3 consumes one and half times more power than 
the Pi 2. Therefore, the Pi 3 requires a recommended power supply of 2.5A when 
being used with add-on boards that use motors or neo pixels.  

Sensors. We used a touch sensor, temperature & humidity sensors, for 
environment sensing. We also connect medical monitoring sensors, such as the Smart 
Button [11], that assesses mobility for the elderly using inertial sensors, blood 
pressure sensors, weight scales, and galvanic skin response (GSR) sensors.  

2.2   Bluetooth and Wi-Fi Communicator  

We used the Raspbian Linux OS as the primary operating system for this proof of 
concept. It allowed us to access specific libraries such as pthreads, Bluez, and the 
Blue-firmware on the Raspberry Pi. The bluez, bluez-firmware, and pthread packages 
allowed the BLE firmware blob to work along with the driver. The pthread package 



was mainly used to drive the home monitoring software. Specifically, it allowed the 
IoT server to handle multiple sensors at once in synchronous or asynchronous modes. 

Our system includes custom software to drive the home monitoring applications.  
One of the software drivers called RPI Bluetooth Communicator allows for intuitive 
and unattended capturing of sensor notifications. The current version of software 
acted as a data sink for the sensors. It automatically listened for incoming data from 
the integrated sensors.  Conversely, Raspberry Pi's BLE adapter component received 
the BLE GATT notifications sent by the sensors. The GATT role for the sensors was 
assumed as a GATT server or GAP peripheral device to meet design specification; 
conversely, the Raspberry Pi device acts as the GATT client or GAP central device. 
When connected, the software will automatically capture any notification sent to it by 
a connected sensor. 

At the current version of the software, users are required to use a config file to 
input the sensor values. The first line of the config file was the number of sensors 
expected around the home monitoring IoT server, followed the unique MAC address 
for the sensors, and then a human readable identification string.  

Our software allowed users to start tracking sensor data in either a synchronous 
mode or an asynchronous mode through an input argument option field. Specifically, 
the synchronous mode caused the main thread, also the sensor manager, to call the 
sensor monitor threads, which tracked connected devices to wait until deployment of 
other sensor monitoring threads before it entered data capturing.  The asynchronous 
mode promptly exited the sensor manager (main) thread, which terminated the main 
thread whereas the spawned sensor threads continued to execute.  

Finally, the data captured by the IoT server was pushed to the connect cloud 
component. In this case, the connected cloud component was a DropBox server that 
was configured to act as a data sink for the Raspberry Pi home monitoring device. 
DropBox is not supported for ARM-based architectures so to accomplish this we 
relied on a Dropbox-Uploader script. 

3   Discussion and Conclusion 

When combined with data mining, IoT can account for early anomaly detection of 
captured cloud data. The design demonstrated by our studies can be directly applied 
in telemedical applications. Specifically, synchronous operation of the communicator 
software fulfilled use cases where we wanted to await thread/s to termination before 
further processing in the main thread. Alternatively, asynchronous operation met the 
requirements of a use case where the main thread was only required to spawn the 
sensor threads. Aging in place can benefit from the following setup as well. 
Capacitive sensors can be attached to the beds and walkways of older adults to assist 
with everyday activities. During night-time runs to the restroom, injury can be 
reduced by placing such capacitive sensors connected to the home monitoring system 
conceptualized by the bedside of the elderly and then pairing it with an IR sensor 
connected to a smart lighting system (e.g. Phillips Hue) which will then turn on 
nearby lights thereby preventing any risk of injury that could result when trying to 
find a light switch at night. Alternatively, the capacitance sensors can easily be used 



to detect falls and log them on the server. To advance such an application, anomaly 
detection software can be written to monitor how long the fallen adult has remained 
on the floor. Comparing such data to previous fall data as well as medical data can 
allow doctors to predict early stages of chronic diseases such as Alzheimer's disease. 

Advances in telemedicine and wearable computing provide an unprecedented 
opportunity for ubiquitous monitoring, control of activities of daily living, and 
support for aging in place applications. However, issues concerning device 
heterogeneity, unstandardized communication protocols, programming interfaces, 
continuous integration, and ability to provide dynamic scalability remain an obstacle. 
We have demonstrated home monitoring server architecture and implementation to 
overcome those barriers in IoT, and demonstrated possible use for aging in place and 
telemedical application. We will use the experimental setup to measure the 
performance of IoT applications, such as processing speed, network latency, and 
memory profile.  
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